IHamsaTKa
1J1s1 00y4aromuxcs 00 HHGOPMALMOHHOM 0€30I1ACHOCTH J1eTel

HEJIb35

1. Bcem moapsia coob1maTh CBOKO 4acTHYIO HH(popManuro (HacTosume ums, GaMuinio, TenedoH,
aJipec, HOMep MIKOIIBL, a Takke GoTorpaduu CBOM, CBOSH CEMbH U ApYy3ei);

2. OTKpBIBaTh BIOKEHHBIE (halijIbl AMEKTPOHHON MOYTHI, KOTJIa HEe 3HACIIb OTIIPaBUTENS;
3. I'pyObuTtsh, npuanpaThCsi, OKa3bIBATh AaBJIEHNUE — BECTH Ce0s1 HEBEXKIIMBO U arpeCCUBHO;

4. He pacnopsbkaiics JeHbraMu TBOSH CeMbU 0€3 pa3perieHus CTapiInx - BCEr/aa CripanimBan
poauTenei;

5. He BcTpeuaticsi ¢ UHTEpHET-3HAKOMBIMU B PEAJIbHOM KU3HU - TOCOBETYHMCS CO B3POCIIBIM,
KOTOPOMY JIOBEpSiELIb.

OCTOPOXHO

1. He Bce mumyT npasay. Yurtaens o cede HenpaBay B MIHTepHETE — cO00IIHM 00 3TOM CBOUM
POAUTEIIAM UJIKM OIICKYHAM;

2. l[purnamaroT nepenuchlBaThCs, UTPaTh, 0OMEHUBATHCA - IPOBEPH, HET JIU MOIBOXA;
3. HezakonHOe KonmpoBaHue ¢aiino B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckasbiBail B3pOCIBIM O MPodieMax B CETH - OHU BCEr/ia TOMOTYT;

5. Vcnionb3yi HacTpOHKU OE€30MaCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPATH CBOM AKKAYHTHI B
COILICETAX U APYIHX MOopTajax.

MOKHO

1. YBaxaii Ipyrux noiab30BaTeseH;
2. ITonp3yenbest THTEpHET-MCTOYHUKOM - Ji€NIaid CCBUIKY HA HETO;
3. OTKpbIBail TOJBKO TE CCBUIKU, B KOTOPBIX YBEPEH;

4. O61maThCs 3a TOMOIIBIO B3POCIBIM - POAUTENH, ONEKYHBI M aIMUHUCTpALHUs CAaliTOB BCeraa
IIOMOT'YT;

5. Ipotian oOyuenue Ha caiite «CEeTEBUYOK» M MOJTYYH MACHOPT U(POBOTO TpaxkgaHUHA!

C xaxabIM roI0M MOJIOJIEKH B UHTEPHETE CTAHOBUTHCS OOJIBIIIE, a IIKOJIBHUKU OJHHU U3 CaMbIX
aKTHUBHBIX MoJb30BaTesel Pynera. Mex 1y Tem, IOMUMO OIPOMHOIO KOJIMY€ECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT U Mpo0IeMbl. JTa MaMsTKa JOJDKHA IOMOYb Tebe 6€30MacHo
HaXOJUTHCS B CETH.



KoMmnbrorepHbie BUPYChI

KoMmnbroTepHslii BUpPYC - 3TO pa3HOBUAHOCTh KOMIBIOTEPHBIX HpPOrpaMM, OTIMYUTENIbHOU
0COOEHHOCTBIO KOTOPOHM SIBIISIETCS CIOCOOHOCTh K Pa3MHOKEHUIO. B JomoiHEHHe K 3TOMY,
BUPYChl MOTYT TOBPEAWTh WM TIOJHOCTHIO YHHYTOXHUTH Bce (alapl ©  JIaHHEBIE,
MOJIKOHTPOJIbHBIE MOJIb30BATENI0, OT UIMEHU KOTOPOro Obliia 3amylieHa 3apak€HHas IporpaMma,
a TaKKe MOBPEAUTh WU JaKE YHHUTOXXHUTH OIEPAIMOHHYIO CHCTEMY CO BceMH (aiimamu B
1esioM. B OONBIIMHCTBE ClTydaeB paclpOCTPAHSIFOTCSI BUPYCHI Uepe3 HHTEPHET.

MCTO}II)I 3a1IUMThI OT BPCAOHOCHBIX ITPOI'PAMM .

1. Mcnonb3yil COBpEMEHHBIE ONEPALUOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIM YPOBEHD 3aILUTHI
OT BPEIOHOCHBIX TPOTPaMM;

2. IlocrosHHO ycTaHaBiuBai nautu (UG pPOBbIE 3aIUIATKU, KOTOPblE aBTOMAaTUYECKU
YCTaHABIIMBAIOTCS C LIETIBIO JOPA0OTKH IIPOrpaMMBbl) U Apyrue oOHOBJIEHHS CBOEH OnepalliOHHON
cucteMbl. CkauMBail UX TOJIBKO ¢ OpHIMaAIBLHOrO caiita pazpadorunka OC. Ecnu cymectByer
PEXHUM aBTOMATUYECKOr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PaboTaii Ha cBOeM KOMITBIOTEpE O] TPaBaMH MOJIb30BATENs, @ HE AAMUHUCTPATOPa. DTO HE
II03BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTrPaMM HHCTaJNIMPOBATHCS HA TBOEM I1E€PCOHAIEHOM
KOMITBIOTEPE;

4. Mcrionp3yil aHTUBUPYCHBIE ITPOrPAMMHBIE IPOAYKTHI U3BECTHBIX IPOU3BOAUTEIIEH, C
aBTOMAaTUYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanub GU3NYECKUI TOCTYI K KOMIBIOTEPY AJISI TOCTOPOHHUX JIHII;

6. Mcronp3yii BHEIIHNE HOCUTENN WH(GOPMAINH, TaKHe KaK (JIelKa, TUCK WK (aill u3
WHTEPHETA, TOJILKO U3 MPO(EepPEHHBIX HCTOUHUKOB;

7. He oTkpbIBaif KOMIbIOTEpHBIE (haiiiIbl, MOTYYCHHbIEC U3 HEHaAEKHBIX HCTOYHUKOB. Jlaxke Te
(aiinbl, KOTOpbIE MpHUCHIal TBOW 3HaKOMBIH. Jlydllie yTouHH y HETo, OTIIPABIISUI JIU OH TeOe UX.

Cetu WI-FI

Wi-Fi - 3T0 He Bu niepeaayuun TaHHBIX, HE TEXHOJIOTHS, a BCEro JHIb OpeH, mapka. Eme B 1991
rofly HUiepiaHcKas KoMiaHus 3aperucrpuponana opens « WECA», uro o6o3Hauano
coBocouetanue « Wireless Fidelity», KOTOopbIii TIepeBOAMTCS KaK «OeCIPOBOHAS TOYHOCTD.

Jlo Haiero BpeMeHH Joluia Jpyras abopeBuatypa, KOTopas IBJII€TCS TaKOM e TEXHOJIOTUeH.
Ot1o abOpeBuarypa « Wi-Fi». Takoe Ha3BaHue ObLIIO 1aHO ¢ HAMEKOM Ha CTaHAAPT BBICIINNA
3BykoBoil TexHuku Hi-Fi, uTo B mepeBojie 03Ha4aeT «BbICOKAsk TOUHOCTHY.

Ja, 6ecriiaTHBIA MHTEPHET-IOCTYI B Kade, OTENSAX U a3poropTax sBISETCS OTIIMYHON
BO3MOYKHOCTBIO BBIXO/Ia B MHTEpHET. HO MHOTHE 3KCIIepThl CYUTAIOT, 4TO 00IIenocTynHbie Wi-

Fi cetn He gBAr0TCS OE€30MaCHBIMU.

CoBeTbl 0 0€30MACHOCTH PAdoTE B 00IMIENOCTYIHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoro muHyto uHpopmaruto uyepes odmenocrynusie Wi-Fi cetn. PaboTas B
HUX, )KeJIaTeIbHO HE BBOJUTH IMAPOJIU JIOCTYIIA, JIOTUHBI U KaKUEe-TO HOMEpa;



2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIC TPOrpaMMbl U OpaHaMayep. Tem caMbIM Thl
o0e3omnacuiib cedst OT 3aKaYyKH BUPyCa HAa TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun dyakmuio «O0mmii toctyn x dailinam u mpuHTEpam».
JlanHast GyHKIMS 3aKPbITa 10 YMOITYAHHIO, OTHAKO HEKOTOPBIC M10JIb30BATEIIN aKTUBUPYIOT €€
JUTs yA100CTBA UCIIONB30BaHUS B paboTe Ui yuede;

4. He ucnionp3yii myommaasiii WI-FI nist mepegaun TUYHBIX TaHHBIX, HAPIMED IJIS BEIXOZA B
COLIMAJIbHBIE CETU UJIM B DJIEKTPOHHYIO IOYTY;

5. Unonb3yii ToapKo 3amuiieHHoe coequaenue uepes HTTPS, a ue HTTP, T.e. npu HabGope BeO-
ajzipeca BBOIU UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun pyHkuuio «Ilonkmouenue k Wi-Fi aBTomatudecku». He
JOITyCKall aBTOMATHYE€CKOT'0 MOJKIII0YeHHs ycTpoicTBa K cetsiM Wi-Fi 6e3 TBoero coriacus.

ConmnajbHbIe CeTH

CouunanbHbple CeTH AaKTUBHO BXOAAT B HAIly >KU3Hb, MHOTHE JIOAW pabOTalOT U JKUBYT TaM
nocTosiHHO, a B Facebook yxke 3apeructpupoBaH MHJUIMAp] YEJIOBEK, YTO SBISETCA OJHOU
CeIpMOM BCeX JKHUTeNel IulaHeTbl. MHOrMe IOJIb30BaTeNd HE MOHMMAIOT, YTO MH(pOpManus,
pa3MelleHHas UMH B COLIMAJIbHBIX CETSX, MOXKET ObITh HalJieHa U UCIOJb30BaHA KEM YTOJIHO, B
TOM 4HCJIE HE 0043aTEIbHO ¢ OJJarMMU HAMEPEHUSAMH.

OCHOBHBIE COBETHI 110 0€30I1aCHOCTH B COIIMaJIbHBIX CCTAX!

1. Orpanuysb CrUCoK Jpy3eil. Y Te0s B IPYy3bsAX HE TOJDKHO OBITh CITyYalHBIX U HE3HAKOMBIX
JIIOJIEH;

2. 3amminai cBOIO YacTHYIO Ku3Hb. He yka3piBail mapomnu, TenedoHsl, agpeca, 1aTy TBOETO
POXIACHUA U JPYTYIO JIMYHYIO HH(bOpMaIII/IIO. 3H0yMBIH_U'IeHHI/IKI/I MOT'YT UCIIOJIb30BAaTh OAXKE
MH(POPMALIUIO O TOM, KaK Thl U TBOU POAUTENH TUTAHUPYETE ITPOBECTH KAaHUKYJIIBL;

3. 3amminai cBOIO permyTaluio - JepXkKH ee B YUCTOTE U 3a/1aBaii cebe Bompoc: XoTen Obl ThI,
YTOOBI ApyTHe TOJIB30BATENN BUENIH, UTO ThI 3arpykaems? [logymait, npexae 4em 4To-To
oIyOJIMKOBaTh, HAIIUCATh U 3aTPy3UTh;

4. Eciu THI TOBOPHUIIB C JIFOJbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOIb3Yl CBOE peajibHOE UMS U
JPYTYIO TUYHYI0 MHPOPMALIMU: UM, MECTO KHUTEIbCTBA, MECTO Y4eObl U IIpoYee;

5. U306eraii pazmenienus pororpaduii B UntepHere, rae Thl H300pakeH HA MECTHOCTH, TIO
KOTOPOW MOXHO OIPEIEIUTh TBOE MECTOIOJIOKEHHE,

6. IIpu peructpanuu B cCOUaIbHON CETH HEOOXOUMO HCII0JIb30BATh CJIOXKHBIE [TapOJIH,
cocrosiye u3 OykB U M(dp ¥ ¢ KOJTMIECTBOM 3HAKOB HE MEHEe §;

7. Ans couuanbHOM CeTH, MOYTHI U IPYTUX CAUTOB HEOOXOIMMO UCIOIb30BATh PA3HBIE MAPOIIH.
Torna ecnu T€Os1 B3JIOMAIOT, TO 3JI0YMBIIIUICHHUKH TIOJIy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a

HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbI'H



:‘)J'ICKTPOHHLIG JCHBI'M — 5TO OYCHb y,Z[O6HBII>'I crrocob HJ'IaTe)KeI\/'I, OAHAaKO CYHECCTBYIOT
MOIICHHUKHA, KOTOPBIC XOTAT MOJYUYUTh 3TU JCHBI'U.

DNEeKTPOHHBIE ACHBI'H MOSBUINCH COBCEM HEIaBHO U IMEHHO M3-3a 3TOT0 BO MHOTHX
rocyJapcTBax 0 CHX MOp He MPOMUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (DyHKIIMOHUPYIOT U O HUX YK€ MPOIKMCAHO B 3aKOHE, T/I€ UX Pa3/IeIIOT Ha
HECKOJIBKO BHUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pelraercs MPOBOAUTH ONepanuu 0e3 uIeH TU(PHUKAIIUHU TTOJIh30BATENS, a B
HEAHOHUMHBIX UJCHTU(UKAIINH TOJIB30BATEIS SIBISIETCS 00s13aTEIBHOIA.

Taxoke ciemyeT pa3inuyaTh dJIEKTPOHHBIC (pUaTHBIE NEHbI'H (PAaBHBI TOCYIaPCTBEHHBIM BAITIOTaM )
Y DJIEKTPOHHBIE He(UATHBIE IeHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI IO Oe301acHOoM pa60Te C 3JICKTPOHHBIMH ACHbI'aMM .

1. [TpuBsDKH K cueTy MOOMIIBHBIN TeneoH. ITO camblil ya0OHBIN B OBICTPBINA CIIOCOO
BOCCTaHOBUTB JIOCTYI K cueTy. [IpuBs3aHHbIN TeleOH ITOMOXKET, €ClU 3a0yAeib CBOI
TUIATSKHBIN MTapoJib UJIH 3alICIIh Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA,

2. Ucnionw3yit onHopazoBbie mapoiu. [locine nepexona Ha yCHIEHHYIO aBTOPHU3ALUIO TeOe yiKe
He OyJleT yrpokaTh OMACHOCTh KPaXkKu MJIM MepexBaTta MIATEeKHOro mapois;

3. BeiOepu cnoxkHblii napob. [IpectynHukaM 6yaeT He IpOCTO yrajaTh CI0KHBIHN MapoJb.
Hanexxnbie napoiu — 3T0 apoJsiv, KOTOpPbIE co/lepKaT He MeHee 8 3HaKOB U BKIIHOYAIOT B ce0s
CTPOYHBIEC U MPONHUCHBIE OYKBBI, U(PPHI U HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK JI0JUIApa,
(dyHTa, BOCKIMIIATeIbHBIN 3HaK U T.11. Hampumep, StROng!;;

4. He BBOiM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSICIIb.

DJIeKTPOHHASA MOYTa

DNeKTpOHHAs 10YTa — 3TO TEXHOJIOTHSI U IPEIOCTABIIIEMBIE €0 YCIIYTH IO MEPECHIIKE U
MIOJTyYEHHIO AIEKTPOHHBIX COOOLIEHUH, KOTOPBIE PACIPENEIISAIOTCA B KOMIIBIOTEPHOM CETH.
OOBIYHO 3JIEKTPOHHBIN OYTOBBIN ALK BBITJISAUT CIEAYIOLIMM 00pa3oM:
UMS_TIOJIb30BaTeNsA (@UMs_joMeHa. Takxke KpoMe nepeayu mpocToro TeKCTa,

HMECTCs BO3MOXKXHOCTD II€PEAaBaATh (baﬁﬂbl.

(OCHOBHBIE COBETHI 110 0€30I1aCHOI PadOoTe € IIEKTPOHHON TTOUYTOM:

1. Hayto BeIOpaTh paBUIIBHBIN MTOYTOBBIN cepBUC. B HHTEpHETE €CTh OrPpOMHBIN BHIOOD
OeCIUIaTHBIX MMOYTOBBIX CEPBUCOB, OJTHAKO JyUIIe IOBEPSATh TEM, KOT'O 3HACIIH M KTO IMEPBHIA B
pEUTHHTE;

2. He yka3piBaii B IMUHOM MmouTe JIMUHYIO HHpopManuio. Hanmpumep, ydiine BoIOpaTh
«My3bIKaJbHBIN (paHaT@» wim «pok2013» BMecTo «remal3y;

3. Mcronp3yii NBYXdTaHYIO aBTOPU3AIHIO. DTO KOT'1a TOMUMO Mapois HYy>KHO BBOJTUTH KO/,
npUChIIaeMblIid mo SMS;

4. BeiOepu CIOXKHBINA Maposib. JIJst KaXa0ro MOYTOBOTO SIIKKA JODKEH ObITh CBOM HaJACKHBIMI,
YCTOWYUBBIN K B3JIOMY IIapOJIb;



5. Eci ecTh BO3MOXHOCTh HallMCaTh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIOJIb3YH 3TY
BO3MOYKHOCTE;

6. Mcronp3yil HECKOJIBKO MOYTOBBIX SIIIIUKOB. [I€pBBIii /1711 YaCcTHOM MEPENUCKHU C aJipecaTamMu,
KOTOPBIM ThI JOBEpPsEIIb. DTO 3JIEKTPOHHBIN aJIpec HEe HAJ10 UCHOJIb30BATh IIPU PErUCTPALIMK HA

¢dopymax u caiitax;

7. He oTkpbiBaii (haiisibl ¥ Ipyrue BIOKEHHS B MUCbMAX JJa)Ke €CIM OHU IIPUIILTH OT TBOUX
npys3eit. Jlyunie yTouH# y HUX, OTIPABIISUIM U OHU TeOe 3TU (aiibl;

8. IToce okoHuUaHUs pabOTHI HA TOYTOBOM CEPBHUCE MEPE/T 3aKPHITHEM BKJIAKH C CAUTOM HE
320y HAKaTh HA «BBIATIY.

Ku6epOy1iiMHI njM BUPTYaJbHOE U31€BATEJIbCTBO
KubepOymumHr — mpecienoBaHue COOOIICHUSIMH, COAEPKAIIUMU OCKOPOJICHHUS, arpecCHlo,
3aIllYTUBAHUEC; XYJIUTAaHCTBO, COLIMAJIbHOC 60ﬁKOTHpOBaHHe C IIOMOIIBIO Pa3JIMYHbIX HHTCPHCT -

CEPBHCOB.

OcHOBHBIE COBETHI 110 00pbOEe ¢ KHOEPOYIIMHIOM:

1. He 6pocaiics B 00ii. JIyammii crioco0: mocoBeTOBaThCS Kak ce0si BECTU U, €CIH HET TOTO, K
KOMY MOXKHO OOPaTUTBLCS, TO BHAYAJIC YCITOKOUTHCS. ECITM ThI HAYHEIIL OTBEYATH
OCKOPOJICHHSMHU Ha OCKOPOJICHHS, TO TOJIBKO €Ile OOJIbIIEe Pa30XkKKEIb KOH(IHUKT;

2. YnpaBiisiii cBoe kubeppenyranueii;

3. AHOHUMHOCTb B ceTH MHHMas. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BECTH XyJTUTaHCKUI 00pa3 BUPTyaJdbHOH u3HU. HTEpHET (DUKCUpYyET BCe TBOH
JEUCTBUS U COXpaHsIET UX. YIaIuTh X OyneT KpaliHe 3aTpYAHUTEIbHO;

5. Cobmroait cBOM BUPTYyaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii ennHuyHbIi HeratuB. OAHOPa30BbIe OCKOPOUTENHHBIE COOOIIEHUS JTyUIlIe
UrHopupoBaTh. OOBIYHO arpeccus MpekpallaeTcs Ha HauajdbHOM CTauu;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIIICHHUSIMU, B COIIMAIBHBIX CETSIX
€CTb BO3MOXKHOCTb OJIOKUPOBKH OTIIPABKU COOOLIECHU C ONpe/IesIeHHbIX aIPECOB;

8. Eciu 11 cBuaeTens kubepOyummara. TBou neiiCTBUSA: BBICTYIIUThH IPOTUB MPECIEA0BATEIS,
M0Ka3aTh €My, YTO €ro JCUCTBUS OLIEHUBAKOTCS HEraTUBHO, MOAIEPKATh )KEPTBY, KOTOPOU
HY’)KHA IICUXOJIOTHYECKasi TOMOIIb, COOOIIUTE B3POCIBIM O (DaKTe arpeCCUBHOTO TTOBEACHUS B
CeTH.

MoOunbHblii Tej1ehoH
CoBpeMenHbIe cMapTQOHBI U TUIAHIIETHI COAEpPKAT B ceOe BIIOJIHE B3POCIBIA (YHKIIHOHAT, U

Tenepb OHM MOTYT KOHKYpUPOBaTh CO CTallMOHAPHBIMH KOMIblOTepamMu. OJHAKO, CpencTB
3aIIUTHI JUIS TIOMOOHBIX YCTPOWCTB MOKA OYEHb MaJIo. TeCcTUpOBaHWE U TOMCK YSI3BUMOCTEH B



HUX TPOUCXOAMT HE TaK MHTeHCcHBHO, kKak amsi IIK, To xe camoe kacaercsi U MOOMJIBHBIX
MIPHIIOKECHUI.

CoBpeMeHHbIC MOOHIIbHBIE Opay3ephl YK€ MPaKTHYECKH JOTHAIH HACTOJIbHBIC aHAJIOTH, OJJHAKO
pacmmpernre GyHKIIMOHAIA BliedeT 32 CO00H OOJBIIYIO CI0XKHOCTh M MEHBIITYIO 3alUIIICHHOCTb.

Z[aJIGKO HC BCC TMPOU3ZBOAUTCIN BBIITYCKAKOT 06HOBJICHI/I$I, 3aKPbBIBAIOIINEC KPHTUYCCKUC
YA3BUMOCTHU OJIs1 CBOUX YCTpOfICTB.

(OCHOBHBIE COBETHI JUIA 0€30ITACHOCTH MOOWIIBHOrO TejaedoHa:

1. Hudero He siBIsieTCsl O-HAcTOALIEMY OecIlaTHBIM. byib ocTopoXkeH, Beb Korja tebe
npezsaratoT OecnaaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITBI KaKHe-TO IJIATHBIE YCIIYTH;

2. Aymaii, npexxae 4yem oTnpaButs SMS, ¢poTo unm Buaeo. Thl TOUHO 3HaElIb, I/1€ OHU OYIyT B
KOHEYHOM UTOre?

3. Heo6x0a1Mo 0OHOBIIATH OMEPAllMOHHYIO CHCTEMY TBOETO CMapTQOHa;
4. Vicnonb3yil aHTUBHPYCHBIE MPOTrPaMMBI 711 MOOMIIBHBIX TEJIe(OHOB;

5. He 3arpy»aii npuiiokeHusi OT HEU3BECTHOIO MCTOYHHUKA, BEJIb OHU MOTYT COAEPKATh
BPEIOHOCHOE NMPOrpaMMHOE 00€CIEUEHHUE;

6. ITocie Toro Kak Thl BRIHCIIB C CaiiTa, II€ BBOAMII JIMYHYIO HH(OOPMAIIUIO, 3ali/I1 B HACTPOUKH
Opay3epa u yaamu COOKies;

7. llepuoauyecky MpoBeps KaKue IUIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBoif HOMEp MOOMIBHOTO TeIe(OHa TOIBKO JIFOJSM, KOTOPBIX ThI 3HACIIb U KOMY
JI0BEpsielIb;

9. Bluetooth momkeH OBITH BHIKIIIOUEH, KOT/Ia ThI UM HE MOJIb3yenibesi. He 3a0bIBaii nHOT 1A
MPOBEPSATH ITO.

Online urpsl

CoBpeMeHHbIe OHJIAH-UTPHI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIIME PA3BIICUCHUS, OO BEAUHSIONINE
COTHH THICSY YEJIOBEK [0 BCEMY MUPY. ITpOKH HCCNeayoT JaHHbIH UM MUD, OOIIAIOTCS APYT C
JPYyroM, BBITIOJIHSIOT 33JIaHuUs, CPAKAIOTCS C MOHCTPAMHU U MOJIYYaloT OMBIT. 32 YAOBOJIbCTBHE
OHU TUIATAT: OKYMAIOT JUCK, OTJIAYMBAIOT A0OHEMEHT M MPHOOPETAI0T KaKue-TO OMIHUU.

Bce aTu cpenctBa uayT Ha MoAAEp)KaHUE U Pa3BUTHE UTPHL, 4 TAK)KE HA caMy O€30MMacHOCTb:
COBEPIICHCTBYIOTCSI CHCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCSI HOBBIE MATYH (LH(PPOBBIC 3aITIATKU

JUISL IPOTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B mogo0OHBIX UTpax CTOUT OMacaThCs HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBLKO KPaXKH TBOETO
MapoJist, Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPU3ALUU OOJBIIMHCTBA UTD.

OCHOBHBI€ COBETHI IO 0€30I1aCHOCTU TBOEr O HI'POBOI'O aKKayHTa.




1. Ecniu npyroii urpok BeaeT ceds MI0X0 WM co3/1aeT Tebe HeMPUsTHOCTH, 3a0JI0KUPYii ero B
CIIHCKE UTPOKOB;

2. lMoxamnyiica agMUHUCTPATOPaM UTPbI HA IJI0XO0€ MTOBEJEHUE ATOI0 UTPOKA, HKEJIATEIbHO
MIPUJIOKUTHh KAKHE-TO JOKA3aTEJIbCTBA B BUJE CKPUHOB;

3. He yka3biBaii TMuHy0 HHGOPMAIIHIO B Tpodaiiie urpsi,
4. YBaxkail Ipyrux y4aCTHUKOB 110 UIPE;

5. He ycTanaBnuBaii HeopHIIHaIbHbIC TATYHU U MOJIBI;

6. Mcnonb3yil CI0KHBIE U pa3HbIE MapoJiy;

7. Jaxe BO BpeMsl HT'Pbl HE CTOUT OTKJIOYATh aHTUBUPYC. [I0Ka Tl Hrpaeiib, TBOM KOMIIBIOTED
MOT'YT 3apa3uTh.

OUIIHHT WA Kpaka JIMYHbIX JTaHHBIX

OObIYHOM Kpaskell IeHer U JJOKYMEHTOB CETOJIHS YK€ HUKOIO HE YAUBUIIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOIUH 3]I0YMBIIUIEHHUKHU IEPEMECTHIIACH B HHTEPHET, U IIPOJOJIKAIOT
3aHUMATbHCS «JIFOOUMBIM» JIEJIOM.

Tak nosiBHIIaCh HOBasl yrpo3a: HHTEPHET-MOIICHHUYESCTBA WU (PUIIMHT, TJIABHAS [I€Tb KOTOPOTO
COCTOUT B TIOJy4ECHUU KOH(UICHIINATIBHBIX JIAHHBIX TOJh30BaTENIeH — JIOTMHOB U naposeid. Ha
aHTJIMHCKOM si3bIKe phishing untaercs kak ¢ummHr (ot fishing — peiOHas 0B, password —
apoJib).

(OCHOBHBIE COBETHI 110 0OPL0E ¢ (WUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. EcIi ThI OZ[03peBacIilb, YTO TBOSI aHKETA ObLiIa B3JIOMaHa, TO
HE00XO0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHHUCTPATOPAM pecypca 00 3TOM Kak MOXKHO
CKopee;

2. Ucnionw3yit 6e30omacHbie B€O-CalThl, B TOM YU CIIE, HHTEPHET-Mara3suHOB U MOMCKOBBIX CUCTEM;

3. Ucnonp3yii crnoxkHbie U pa3Hble maponu. Takum o6pa3oM, eciu TeOst B3IOMAIOT, TO
3JI0YMBIIUICHHUKHU TOJIy4aT AOCTYI TOJIBKO K OAHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu Te0st B3JIOMAJIH, TO HEOOXOIUMO MPEAYIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbBIE
N00aBIIeHBI Y T€OS B IPY3bsX, O TOM, 4TO T€OsI B3JIOMAIHM U, BO3MOXXHO, OT TBOEI'O UMEHH Oy/IeT
pacchuIaThCs CIlaM M CCHUTKH Ha (DUITMHTOBBIE CANTHI,

5. YcranoBu HaaexHbii napoiib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTKJIIOUM COXpaHEHUE Mapoiis B Opaysepe;

7. He oTkpbiBaii (haisibl ¥ Ipyrye BIOKEHHS B MUChMaX JaXe €CIM OHU ITPUIILTH OT TBOUX
npy3ei. Jlydmie yTouHu y HUX, OTIPABIISIIIN JIU OHU TeOe ATH (aiisibl.

Hudposas penyramnus



[Mudposas pernyTranus - 3T0 HeraTUBHAas WM O3UTUBHAS HH(pOpPMAIHs B CETH O Tebe.
Komnpomerupyromas nHpopmanus pa3MeleHHasi B UHTEPHETE MOXKET CEPbE3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOl xu3Hu. «L{uppoBas penyranus» - 3T0 TBOW UMUK, KOTOPBIN
¢dopmupyercs U3 uHGopMaIu o Te0e B HUHTEPHETE.

TBoe MmecTo )KUTENbCTBA, yueObl, TBOE (PMHAHCOBOE MTOJIOKEHHUE, 0OCOOCHHOCTH XapaKTepa U
pacckasbl 0 OJM3KHX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorure moApoCTKU JETKOMBICICHHO OTHOCSTCS K MyOJIMKAlMU TMYHONH MH(POPMAIIUH B
WuTepHere, He MOHUMAsi BO3MOXHBIX MOCeNCTBUN. ThI aXe He CMOXKEIlb 10raaThCsl O TOM,
yT0 oTorpadus, pa3MeIieHHas 5 JeT Ha3aj, crajia MPUYMHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienre TBoux (Gororpaduii u Apyrue AeCTBUSI MOTYT HE UCUE3HYThH JaKe
MOCJI€ TOTO, KaK Thl UX YJaJIHIIb. Thl HE 3HACIIb, KTO COXPAaHWJI ATy WH(POpPMaIIHIO, Ionaja Jiu
OHa B TIOMCKOBBIE CUCTEMBI U COXPAaHUJIACh JIU OHA, a TJIABHOE: YTO MOyMAaloT O Tebe
OKpYy’Karollee JII0I1, KOTOpble HailAyT u yBUAAT 9T0. HaliTi nH(OopManuo MHOTO JIET CIIycTs
CMOXET JII000H - KaK U3 JOOPBIX MOOYKICHUN, TaK U C HAMEPEHHEM MIPUUYUHUTD Bpell. ITO
MOXET OBITh KTO YT'OJIHO.

OCHOBHBIE COBETHI I10 3aIUTE [IH(POBON PEHYTAIUHN:

1. [Togymaii, mpexie 4eM 4To-TO MyOJMKOBATh U MepeaaBath y ceOs B 0JI0Te UM B COLUATIBHOMN
ceTy;

2. B HacTpoiikax npo¢uiis yCTaHOBU OrPaHUYEHHS Ha IPOCMOTP TBOETO MPOGUIIS U €ro
COAEPKUMOr0, CAENAN €T0 TOIBKO «IJIA APY3€Eh»;

3. He pa3Memaii u He yka3biBaii nH(pOpMaIKi0, KOTOpasi MOXKET KOT0-TH00 OCKOPOIATh UIH
O0OMXKaTh.

ABTOpPCKOE NIPaBo

CoBpeMeHHBIE NIKOJIBHUKH- aKTHBHBIE MTOJIH30BATENN IU(POBOro npocrpancTsa. OHaKo
JlaNieKo He BCE 3HAIOT, YTO IOJIH30BAaHNE MHOTUMH BO3MOYKHOCTSIMH IIU(POBOTo MUpa TpeOyeT
COOJIIOICHUS TPAB HA HHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

TepMUH «MHTEIEKTYyaJIbHasi COOCTBEHHOCTh)» OTHOCUTCS K Pa3IMYHBIM TBOPEHU SIM
YeJIOBEYECKOro0 yMa, HAUMHAs C HOBBIX U300PETEHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha MPOAYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMu, (pororpadusimu, KHHOPUIEMAMU U
MY3bIKaJIbHBIMH ITPOU3BEICHUSIMH.

ABTOpCKHE ITpaBa - 3TO IIpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTb HA IPOU3BEACHUS HAYKH,
JUTEPATyphl U UCKycCTBA. ABTOPCKHE MPaBa BBICTYNAIOT B KAYECTBE FAPAaHTUHN TOr' 0, YTO
WHTEJUICKTyalbHBIIA/TBOPYECKUN TPYA aBTOpa He OyeT HAlpacHbIM, IACT €My CIIPaBEATHBBIC
BO3MOKHOCTH 3apa00TaTh Ha pe3yJIbTaTaXx CBOEro TPy/ia, HOMYYUTh U3BECTHOCTh U MPHU3HAHUE.
Huxkro 6e3 pa3peieHus aBTopa He MOKET BOCIPOU3BOAUTH €ro MPOU3BECHUE, PACIPOCTPAHSITD,
MyOJIMYHO IEMOHCTPUPOBATh, IPOJaBaTh, UMIIOPTUPOBATh, yCKAaTh B MIPOKAT, MyOIMYHO
UCIOJHSATH, TOKa3bIBATh/UCIIOJHATE B 2¢Hpe Win pazmeriats B MTHTepHeTe.

Hcnonp3oBaHue «IMPATCKOT0» MPOrPaMMHOTO 00ECIICUSHHSI MOKET MMPHUBECTH K MHOTHM
pHUCKaM: OT TOTEPH JAaHHBIX K TBOMM aKKayHTaM J10 OJJOKUPOBKU TBOETO YCTPOIMCTBA, T/I€



YCTaHOBJICHHBIN He JieranpHas nporpamma. He crout taxke 3a0bIBaTh, 4TO CyLIECTBYET
jerajbHble U OeCIIaTHbIE IPOrPaMMbl, KOTOPbIE MOXHO HalTH B CETH.

O nmopraJe

CeteBUYOK.pd - TBOU IIaBHBIA COBETUMK B CETH. 371€Ch ThI MOXKEIIb Y3HATH O 0€30M1aCHOCTH B
CETH MOHATHBIM U JOCTYITHBIM SI3bIKOM, a TP BO3SHUKHOBEHHH KPUTHUUECKOM CUTyalluu
00paTUTHCS 32 COBETOM. A TaKXe MPHUHATh y4acTHE B KOHKYPCaX U CTaTh CAMBIM IHU(POBBIM
rpakJaHUHOM!

[Tucemo Muno6puayku Poccun ot 14.05.2018 Ne 08-1184

O nHamnpaBieHuu UHGOpMaTUU
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